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MEMORANDUM |
| iy Mm
NATIONAL SECURITY COUNCIL M
INFORMATION

June 25, 1975

MEMORANDUM FOR: GENERAL SCOWCROFT

* FROM: CLINTON E. GRANGERCT™
+  SUBJECT: Mass Destruction Terrorism Crisis Management

Study (Status Report No. 2)

The ad hoc Study Gr.oup of the Working Group to Combat Terrorism has adopted
terms of reference (Tab A) which closely parallels the earlier preliminary draft
provided you (Tab B). The approved terms of referrence are in complete con-
sonance with our objectives.

The real work of the Study Group is now under way. The deéartments and
agencies represented on the Study Group are preparing contributions (Tab C),
due later this week. I will offer comments and suggestions on various topics as
appropriate. After the contributions are received, 2 rough first draft of a
report will be prepared and distributed for comments. The Study Group still
hopes to complete its work in late July or early August, but I suspect that
September is a more accurate prediction.

' As I noted in my June 11th memo on this subject, the study is being conducted
with as low a profile as possible. However, word of this effort has apparently
reached the Hill, as predicted. Inquiries by Senate staffers have been received
by the Chairman of the Study Group. In order to be prepared to answer further
inquiries, a guidance paper has been prepared by State (Tab D). We have
nothing to hide in the conduct of this study, indeed the Executive Branch would
be derelict in its duty if it did not, and this comes across well in the guidance

paper.

I will keep you informed of the progress of this effort.

[ON-FILE NSC RELEASE INSTRUCTIONS APPLY]
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DRAFT 'REVISED TERMS OF REFERENCE

MASS DE;‘:‘»TRUCT!ON TERRORISH CRISIS W\NA("FHCNT REV!EW

' Bacquound:

: ned t
Secretary Kisslnger In his May 12 specech in St. Louls: warned tha |

i
.

»

"as nuclcar weapons prolnferate, nuclear catastrophe fooms mote p!ausfble

~= whether through design or mtscalcu!ation, accident, theft, or black-
"mall.t His statement ls a reflection of the increasing attentlon which
--lhas been pald over the past sevaral years,.lmcludnng by a numbcr of Congfas’_
:'s!onal conmittees, to the potential for tervorist threats 3nvnlv:ng nater!al-
capable of inflicting mass casua!ties, partlcularly the threat of'nuclear
terrorism but also that of chemical and biological agents.

.Thus far, the focus of Executive Branch efforts to combat this threatl
has been upon nuclear weapons and materlals physlcal security and account~
Ing procedures, as well as lmmed!ate respunse procedures in the event such
measures are UﬂaUCCGSSfU' In addition, however. it is important to reriew
procedures and guidelincs for managing the over-all USG rcSponre‘sh?Pld
tarrori{st use, oOv threaten to use.mass destructlon means.

Reaview Group:

Under the auépicca of tha Work!ng Group of the Cablnat Commi ttee to
Fombat Tcrrornsm a review group !s herchy formed ro conduct an initial
inQU|ry into the problem of management of a crisis Involvlng a terrorlstﬂ;k;;#
 threat to use (or the actual use oF) mass destructlon.means-ln arder.ta-' L
;dntcrmine what, iF any, further study/review . is required. The reyiew.

the
group will be composcd of rcpresentatIVes of the Departmcnt of State,

. of
Department of DeFensc (ISA), thc FBI the NSC. Staff, ;heIOFfice_o
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Prcéarednﬂss (GSA), the Eﬁeé@y RcSeh%ch‘and Develdpment-Administrat]on
(ERDA), and the Nuclear Regu!atory Commlsslon. The review group WFlﬁ bé'

chaired by Mr. Robert/Munupparman, acting onvbehalf of thelphairman,

1

cecTve. -t

Ré&iew Scope:

K The review begins at the point at which a credible terrorist threat
'.Invo!ving the possoble use of nuclear or other means of mass destructnon
has been identtfied. it w!tl address the problem in broad general terms,

-----

-,keeplng detail to the min!mum necessary to develop major pointsr .

Review Aqenda ' : R _ ' L
1. Survey cstab!ished procedures for manag!ng the crislis creatgd
by & credible terrorist throat to use means of mass destruction; {(e.g.,

‘Jurnsdlctlons, communt:atioas. coord:nat’on, dccacton-making. publ|é

re!atoons).

2: Survey plannlng work in progress or contemplated which 1s relevant

to the problem of managing such a crisis. :_" ) i e

3. 0¢velop the key policy issues and management problems which are

'associateﬂ with the prob‘em.

A Identlfy those pollcy isques/management prob\ems which should.

-

u d |
be studled in greater detall, ‘and. make recommendat!ons on the manner and

forum In wh:ch such studies %hou]d be pursuod.

Thc review group shou1d submit a repart covering the above arcas

to the Working Group of the Cablnet Committee to Combat Terrorfsm bY mid’.

July }375. o | o -.‘ L _- . _ '
| - Robcrt A. Fearey, Chalrman _
Workling Group/Cabinet Committee

_ to Combat Terrorlsm
FOR OFFICIAL USE ONLY
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~ June 2, 1975

o

TERMS OF REFERENCE

MASS DESTRUCTION TERRORISM CRISIS MANAGEMENT STUDY

Background

»

Secretary Kissinger, in his May 12 speech in St. Louis,
warned that "as nuclear weapons proliferate, nuclear catas-
trophe looms more plausible -- whether through design or
miscalculation, accident, theft, or blackmail." His statement
is a reflection of the increasing attention which has been
paid over the past several years, including by a number of -
Congressional committees, to the potential for terrorist
threats involving weapons capable of inflicting mass fatali-
ties, particularly the threat of nuclear terrorism but also
that of chemical and biological agents.

Thus far the focus of Executive Branch efforts to combat
this threat has been upon nuclear weapons and materials physical
security and accounting measures. Relatively little attenticn
has been paid to the question of what the USG should do in the
event these measures are unsuccessful and nuclear (or other
mass fatality) weapons are stolen by terrorists or terrorists
are able to assemble such weapons. Carefully developed proced-
ures and guidelines for managing the response of the USG to
terrorists threats to employ such weapons should be established.

- .Study Group

Under the auspices of the Working Croup of the Cabinet
Committee to Combat Terrorism, a study group is hereby formed
to prepare a preliminary assessment of the operational problems
tge USG can anticipate in the event of terrorists plausibly
threatening to employ an,agent, of,mags destruction, and to
make recoméendatioﬁéEgﬁf%ﬁﬁgf%ﬁ%fvgﬁgav%rnmental actions.

The study group will be composéed of representatives of the
Department of State (ACDA), the Department of Defense (ISA),
the FBI, the NSC Staff, the Office of Preparedness (GSA), the
Energy Research and Development Administration (ERDA), and the

~Nuclear Regulatory Commission. The study group will be chaired

by the representative of the U.S. Arms Control and Disarmament
Agency,

‘Study Agenda

The study group will:
v Swavty) |

-- [Eevfw—-ﬂrrcurrmt—-&dequaey--oﬁ,(dﬂomestic and inter-

national mechanisms for responding to a terrorist threat

involving nuclear, chemical and biological weapons.

LIMITED OFFICIAL USE ‘
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-- Survey planning work presently available or in
preparation which may be relevant to the management problems
and policy issues which would face the USG both domestically
and internationally in the event of such a crisis.

-- Identify thosc key policy issues and management
problems which should be studied in greater detail in order
that specific recommendations for substantive USG action in

this area might be developed.

-- Make recommendations on the manner in which these
issues and problems can receive detailed examination and on
how the results of this work should be evaluated and applied
to the development of specific recommendations for USG action

both domestically and internationally.

The study group should submit a report covering the
above areas to the Working Group of the Cabinet Committee to
Combat Terrorism by mid-July 1975. ‘

_I /{;riﬁﬂlaf ;L::+n:7 .f'
" Robert A. Fearey, Chairman

Working Group/Cabinet Committee
to Combat Terrorism

LIMITED OFFICIAL USE
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(Sctrissivs duce by Jumez) DRAFT
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OQUTLINE
MASS DESTRUCTION TERRORISM STUDY .

Introduction
The Threat
1. Effects of nuclear explosive, radiological,

?hemlcal and biological weapons
., ER DR, NRC)

2. sentatlve scenarios

--(]n,} j%AJMQu)
3. Spec1a zed targets
(J A | g' HAA At su{’ ech«s "U‘-M-f ﬂ'fg’“'ug

Mass estru thion Exfor ions t Date
FIS.Z.‘ e /e ) O A = Liderdd tiomal)

Review of Relevant Agency Author1t1es and Activities

to Date)liﬂkhﬁtdA4u<

an & enbtees)
Domestic Management Concerns

1. "The Government Nervous System" and information flow

ir ts -- .
reds gzr}eg?v.usa’s 001-'15'4.~ 4 ,wcf 44.{ )M-L. €f_.$e-4-15tlfl.w..- _ E.KDA')

a. Interagency communication : N )
(Gl Cooniies Comden ated b bt Eltongleas o ERLRD

b. Federal, state and local roles and relat1 nships
( t V’ PM WJMsSj

c. Public Afifai
($late VER A, FB3L, OP)

d. Intérnational cooperatlon and aid

L]

2. Assessing the threat

a. Technical adv1ce and support

(ERD& = 1% inscs ~MEL)
b. Threat ver1f1 tion

(C/dD/& - J-Q%.,; PR S f‘ i“"—-)

c. Bvaluatlng Y sible consequences of the threat
. (Eﬂp&""' St L o oty “"#Ale.’)
d. Political andﬁbehav1ora1 threat assessment -
~ political fanatics, crlmlnals psychotics?

(Be b oot el Stagarcen Kesruntes G '“‘7' d('(??"/zu@ — FEI)
P S

e. Bargalnlng considerations (mone litical
concessions, weapons, etc.)

‘(FBlezbumstgs;Sﬂule-.ll¢uuw¢$}u
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P
3. Contingency chanisms
Al fﬂf i «cﬁ
4. H&%F&HDlSaster Operatlons )ﬂerAAauq <%1~
Coileé cs ;.uwc[m_cc
F. International’ Ope ‘ations - many of the same considerations
outlined' in Domestic Management apply to international
threats.

1. International communications - sharing of data banks,
technical information and personnel

C Slale, E€DA, Definsd)

2. Support td threatened foreign governments - assistance
arrangements with allies and others

Shote, 122DA, Dejemse)

3. Foreign 1nte111gencw generation

(24, Dik)

4. Interhational cooperation and agreements
(S‘)let,z-d A«.,. /’UAW . . .
a. Extradltlon agreements (eliminating safe havens)
- and uniform penalties ' ' .
b. Sanctions against non-cooperating nations

c. Indemnification for risks taken on behalf of
other nations

d. International Instltutlons .

‘ blew. s
G. Legal & g S g-‘-wf—M wg r’SQI .
whsﬁua_c Wd%@« |

1. Inv351on of privacy
2. Search and seizure issues

3., Mechanisms for payoff

s, New /%ls)QJ,

H. Conclusions’ and Recommendatlons for Further Study

- ' . LIMITED OFFICIAL USE
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Response to Queries

The Cabinet Committee to Combat Terrorism and its
subordinate Working Group are responsible for considering
the most effective means to prevent terrorism here and abroad,
and for taking‘the lead within the Government in establishing
procedures to ensure that the Government can take appropriate
action in response to acts of terrorism swiftly and
effectively.

There is a possibility that the Government may in the
indeterminate future be faced with credible terrorist threats
involving weapons or materials of mass destruction. In
pursuance of its normal responsibilities the Cabinet Committee/
Working Group_recently established a Study Group to conduct
an initial examination of the relevant issues and policy
considerations connected with management of such threats.
‘The Study Group is composed of representatives from the State
Department, the National Security Council Staff, the Depart-
ment of Justice, the Federal Bureau of Investigation, the
Offiée of Preparedness, the Departmeht of Defense, the Energy
Research and Development Administration and the Nuclear
Regulatory Commission. |

The study is a preliminary survey and will be of short
duration probably ending in early August. It would be pre-

mature to make any further comments at this time.
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